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I scrape a lot of news…
Interesting trends:
- When technology leads
policy, bad outcomes
- IoT being weaponized
- Commoditization of
attack tools
- Increasing disruption of
critical services
- Technology being used to
manipulate public
opinion
- Open acts of near-war

LAST MONTH’S NEWS

LAST WEEK’S NEWS
10 Jul 2017 News
Cinema Chain B&B Suffers Suspected TwoYear Card Breach
Estimates from the card companies which financial services sources
relayed to Brian Krebs reveal that customers may have been
exposed from April 2015 all the way to April this year.
The chances are that hackers managed to infiltrate the cinema
company’s POS systems to scrape card magstripe data.
https://www.infosecurity-magazine.com/news/cinema-chain-bb-suffers-suspected/

YESTERDAY’S NEWS
The underserved and targeted: The shifting
landscape of hacks and cyberattacks
By Mike Fumai, opinion contributor - 07/17/17
12:40 PM EDT

Visit the web and you can become a victim. And the recent
ransomware attacks don’t discriminate against their targets,
no matter how small. These attacks manage to get by
Fortune 50 companies with an unlimited cyber budget.
Can you imagine how defenseless a small business can be?
https://www.infosecurity-magazine.com/news/cinema-chain-bb-suffers-suspected/

Specifically for SMB
Three categories of bad outcomes
- Records disclosure (includes POS compromise)
- Theft of funds or information (includes extortion)
- Critical service disruption (loss of business continuity)
Add to that…
- Facilitating compromise of business partners
- Collateral damage: customers disengage, regulatory scrutiny
So now…
- Business partners require attestation, or more
- Regulators are expanding purview to suppliers
- Litigation is becoming more frequent

“Cyber” Pressures on
SMBs
• Increasing disruption of
business assets for
extortion
• Emerging focus on supplychain, third parties, and
liability transfer
• The private sector trying to
right the ship itself through
the creation of standards
applied at procurement
• Existing regulatory
requirements and
authorities being extended

Let’s look at some
examples

Lawsuits and Legal Actions

Shareholders Sue Companies For
Lying About Cyber Security
Another key area to focus on is litigation exposure. While this area of law is still
developing, breaches can give rise to consumer litigation, securities fraud
litigation, even liability for corporate directors under Delaware law.
[…]
The markets are becoming much more sophisticated in their understanding of
the financial consequences of breaches that result in the loss of key
intellectual property, and legal exposure is also expanding rapidly, especially on
the consumer front. Some courts are starting to permit consumers to bring
cases based on the fear of fraud that they suffer after their data is stolen—
even without being able to show that anybody has actually tried to use their
data. As we start to see share prices drop after news of previously undisclosed
breaches emerges, I think we will be seeing more securities fraud suits as well.
http://www.forbes.com/sites/christopherskroupa/2016/10/27/exposing-litigation-the-hiddenrisks-of-cyber-breach/#6f4f218f1988

http://www.bizjournals.com/phoenix/blog/health-care-daily/2016/08/class-actioncyber-attack-lawsuit-against-banner.html

https://www.rawstory.com/2016/09/yahoo-sued-for-gross-negligence-over-cyberattack-that-exposed-500-million-accounts/

https://www.scmagazine.com/after-the-breach-settlement-expected-for-50mhome-depot-customers/article/529135/

https://bol.bna.com/threats-of-litigation-after-data-breaches-at-major-law-firms/

Reporting
Requirements

FinCEN Advisory Identifies
Cybersecurity Events for
Financial Institutions to Report
This Advisory follows former FinCEN Director Jennifer Shasky Calvery’s recent
statements reminding “financial institutions to include cyber-derived
information (such as IP addresses or bitcoin wallet addresses) in suspicious
activity reports.” It also follows the launch of the Federal Financial Institutions
Examination Council (FFIEC) Cybersecurity Assessment Tool (CAT). Although
the Advisory does not change existing Bank Secrecy Act (BSA) requirements or
other regulatory obligations, the Advisory highlights a series of cybersecurity
events–such as Distributed Denial of Service (DDoS) attacks and ransomware
incidents–that should be reported on SARs filed with FinCEN, even though
they often (but not always) fall outside the traditional notion of a data
breach or a compromise of personal information.
http://blogs.orrick.com/trustanchor/2016/11/03/new-cybersecurity-reporting-requirementsfincen-advisory-identifies-cybersecurity-events-for-financial-institutions-to-report/

HHS OCR Issues Guidance on
Ransomware Attacks and HIPAA
Breaches
Unless the covered entity or business associate can demonstrate that there is a
“...low probability that the PHI has been compromised,” based on the factors
set forth in the Breach Notification Rule, a breach of PHI is presumed to have
occurred, according to the HHS ransomware and HIPAA guidance. This means
that a healthcare organization, or a business associate, that has been
subjected to a ransomware attack “must comply with the applicable breach
notification provisions, including notification to affected individuals without
unreasonable delay, to the Secretary of HHS, and to the media (for breaches
affecting over 500 individuals) in accordance with HIPAA breach notification
requirements," the OCR guidance stated, citing federal regulations under 45
C.F.R. 164.400-414.
http://www.healthcare-informatics.com/news-item/cybersecurity/hhs-issues-guidanceransomware-attacks-and-hipaa-breaches

OCR: Business Associate HIPAA
Audits Coming Soon
Starting in October, OCR will notify 40 to 50 business associates that have been
selected for an OCR HIPAA compliance "desk," or remote, audit. Unlike covered
entities that earlier this year first received an email from OCR requesting
verification of contact information in case they were chosen for an audit,
business associates aren't getting any warning. "We have robust contact
information for our BA pool from the covered entity auditees," McGraw says.
[…]
Like the covered entities, the business associates will have only 10 days to
submit detailed documentation about specific aspects of their HIPAA
compliance.
Some experts say it's critical that business associates be ready in case they're
notified of an audit. "The time to prepare for the audits is now," says privacy
attorney David Holtzman, vice president of compliance at security consultancy
CynergisTek.
http://www.databreachtoday.com/ocr-business-associate-hipaa-audits-coming-soon-a-9400

The Evolving Cyber Security
Regulatory Environment
Since 2000, the Federal Trade Commission (the “FTC”), the agency tasked with
enforcing consumer protection laws, has positioned itself as the principal
federal agency regulating privacy and cyber security. The primary statute
relied upon by the FTC is Section 5 of the FTC Act, which contains a very
broad definition of unfair and deceptive acts or practices. In August 2015, the
Third Circuit Court of Appeals affirmed the FTC’s authority to regulate unfair
and deceptive cyber security practices in F.T.C. v. Wyndham Worldwide
Corporation.
[…]
Following the ruling, the FTC issued a press release affirming its continued
enforcement activity: “[i]t is not only appropriate, but critical, that the FTC has
the ability to take action on behalf of consumers when companies fail to take
reasonable steps to secure sensitive consumer information.”
http://hospitalitytechnology.edgl.com/news/The-Evolving-Cyber-Security-RegulatoryEnvironment103908

Reading Those Tea Leaves
•
•
•

•

Threat actors prefer SMB: weak
controls, monetizable data,
access to business partners
Customers have expectations,
and will use their power as
consumers to enforce
Regulators are coming for you, if
you do business with covered
entities
Business partners are requiring
vendors, service providers, and
the supply-chain to demonstrate
security controls

Standards and Regulations
•
•
•
•
•

ISO 27001/2
Payment Card Industry Data Security
Standard
NIST Cybersecurity Framework
ISF Standard of Good Practice
Twenty Critical Controls
•
•
•
•
•
•

Criminal Justice Information
Standard
HIPAA Security Rule
FFIEC Audit Handbook
NERC CIPs
Defense Federal Acquisition
Regulation Supplement
NIST 800-53 and -171

Standards Are About CONTROLS
•

•

•

Preventive
• Employee training
• Firewall
• E-mail security
• Intrusion prevention
• URL filtering
• Anti-Virus
Detective
• Intrusion Detection
• Log Aggregation
• Analysis and investigation
Responsive
• Incident response and
recovery

At a minimum, do this stuff!

For Small Businesses
• Identify the assets that would to these
outcomes:
– Records disclosure
– Theft or extortion of funds or information
– Critical service disruption

• Make sure each has appropriate controls
– Preventive
– Detective
– Responsive

• Document deficiencies, corrective action plan

For Larger Businesses
Access Control (3.1)
Awareness & Training (3.2)
Audit & Accountability (3.3)
Configuration Management (3.4)
Identification & Authentication (3.5)
Incident Response (3.6)
Maintenance (3.7)
NIST 800-171
Media Protection (3.8)
Personnel Security (3.9)
DFARS Requirements
Physical Protection (3.10)
Risk Assessment (3.11)
Security Assessment (3.12)
System & Communications Protection (3.13)
System & Information Integrity (3.14)

Benefits of Assessing and
Identifying Corrective Actions
•
•
•
•
•
•
•
•

Reduces likelihood of bad outcomes
Insulates executives from claims of negligence
Can lower insurance premium rates
Increases access to grant funding
Lowers threshold to government contracting
Streamlines contract negotiations
Manages risk to your investors
Provides marketing value

Policy can be a Powerful Control
•
•
•
•

De-minimus Use is a nearly universal policy
40% of compromises are from personal e-mail use
Personal device tipping point has been reached
Disjoint wireless networks can push personal use
to personal devices – permanently!

• Apart from meeting various requirements for
regulators, customers and business associates, this
policy will reduce the likelihood of actual
compromise

FOCUS ON DETECTION/RESPONSE
• Monitor network security
– Intrusion detection
– Event correlation technology
– Managed Security Service

• Respond to incidents

Collection

Recovery

– Key metrics: time to incident
close, cost per incident,
incident frequency

Response

Analysis

Detection

THANK YOU

michael.hamilton@criticalinformatics.com
Sign up for the IT Security news blast:
https://criticalinformatics.com/it-security-news/

